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A decade later, in the wake of the glabal financial
crisis, an anonymous developer known as Satoshi Nakamaoio
“outlined a new protocol” that lefi, divine intervention out the of
equation. It Jeveraged peer-to-peer technology using distributed
computation to create the cryptocwrrency that would become
known as Bitcoin.!s This deceptively simple innovation “set, off
a spark that has excited, terrified, or otherwise captured the
imagination of the computing world and has spread like
wildfire.”1¢ Marc Anderssen, the co-creator of the first
commercial browser, Netscape, has called the innovation “the
distributed trust network that the Internet always needed and
never had.”?” Enter the “Trus tocol"—a technology
authenticated “by mass collaboration and powered by collective
selfanterdsts,_rather than Tge corporations motivaled by
arofit”—that has The poténtial to révolulionize business and
cybersecurity across numerous contexts,'® including critical
infrastructure, Understanding the development. of this
technology, along with its potentials and pitfalls, is central to
unpacking the promise of blockchains, and what—if any—
regulatory steps need to be taken to ensure that they scale
successfully.

This Article is structured as follows. Part 1 offers a
technological and historical primer on blockchains featuring
discussion of basic cryptographic principles and applications
including Bitcoin and Ethereum, a smart contracts platform.
Part 2 then focuses on applying blockchain technology io
enhancing cybersecurity with a special emphasis on certificate
authorities and critical infrastructure. Part 3 concludes the
Article with an analysis of the benefits and drawbacks of
regulating Dblockchain architecture and the promise of
polycentric governance to help Jeverage blockchain technology
to build trust and thereby promote cyber peace.

1. THE RISE OF BLOCKCHAIN AND BITCOIN: A
TECHNOLOGICAL PRIMER

Despite its popularity, it could be said that Bitcoin has a
“bad reputation” due in . 1o the extreme [Tucluations in the
crypto-currency s value, as well as some of the uscs to which il

is pul Timeltding extortiont.™ A case in point is the popularity
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of demanding pzyment in Bitcoin for cybereriminal groups
engaged in ransomware campaigns.20 Yet, at. least some of Lhis
skeplicism may, 1n fact, be misplaced. After all, the value of
Bitcoin was largely stable for most of 2015 at approximately
5250 before appreciating to an all-time high of more than
$1,300 i March 2017, while financial regulators have become
more enthusiastic about the prospects of the crypto-currency; a
case in point. was the European Court of Justice’s 2015 decigion
to recognize Bitcoin as a currency for purpeses ol avoi ing
Value Added Tax (VAT).2? Perhaps the most often overlooked
aspect of Bilcoin, fhough, is the blockchain technology
underlying it, a technology that allows “people who have no
particular confidence in each other [to] collaborate withoul
having to go through a neutral central authority.”?? Simply put,
according to he Keonomi 1 ine i
m,m\#lw_ and trustis exactly what is needed if we are to secure
certificate authorities and critical infrastructure from misuse,
overuse, and abuse. First, though, before exploring the myriad
applications  that Dblockchains ¢an  have to impraove
cybersecurity, it is important to distinguish between Bitcoins
and blockchains.

1.1 Analogizing Blockchains

To uncover the genius of blockchain technology, consider
something mundane, like sending an gmail. When we do that
(oftentimes far too frequent) task, what we are really doing is
sending a copy cf data, not the original.% We copy such
information all The time, but we do not copy other things, like
money. To do that, we rely on centralized institutions,
institutions in which we have some degree of trust, like banks,
governments, or even social media firms.26 But relying on

2406

others 1o do such copying is not withoul, its Costs, We pay with
money (think banking fees), and we pay with incre

e
insecurily given the propensity for our information lo be
hacked, be it crecit cards or health records.2” Sometimes, we

even have to pay with our privacy. Plus, such centralized

Enter The blockchain and one of Tls mosi popular applications
to date, Bitcoin.
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3. A ROLE FOR REGULATION AND THE PROMISE OF A
POLYCENTRIC BLOCKCHAIN ARCHITECTURE

This final Part builds from the iechnological primer of
Part 1, along with the application section from Part 2, by
considering various approaches to blockchain vegulation
drawing from the work of regulatory modalities pioneered by
Professor Lawrence Lessig, among others.!% Following that,
the literature on polycentric institutional analysis is introduced
in order to provide a frame for examining multi-level
governance options to enshrine cybersecurity best practices in
blockchain providers before concluding with implications for
managers and policymakers.

3.1 Unpacking the Blockchain Regulatory Landscape

As with any new technology, it is important for
regulators to wait until its benefits (and faults) have been
uncovered before moving to legislate best practices.’ If history
is any guide, including in the P2P context, “it is likely to be
several years before the techmnology’s full potential becomes
clear.”160  Unsurprisingly, there currently exists no
comprehensive black letter blockchain regulation. The
application that has caught the attention of regulators the
most up to this point is Bitcoin, but even there most
regulators—including the Department of Treasury Financial
Crime Enforcement Network-—have offered guidance, not.
formalized rules.’® Still, a bevy of statutes do touch on
blockchain technology (albeit indirectly), and are summarized
next to highlight governance gaps and challenges.

Relevant statifes fo blockchains include the 1862
Stamp Payments Act,%2 the Securities Act,’®® the Elecironic
Funds Transfer Act of 1978,'% and the Bank Secrecy Act,
which features the Financial Crimes Enforcement. Network 1o
preveni Jaundering.18 However, none of these laws are direcily

See LAWRENCE LESSIG, CODE: VERSION 2.0 122-125 (2006)
Cf. IKiviat. supra note 9. at 607 (“Blockchain rechnology i

hle and
tethe ni

of such a powerful technology should be encouraged.”)
The Trust Machine. supra note 19

Regulatory Framework for Bitcoin and Virtnal Currencies 27 Hary 1L &
TEeH. 387, 598-99 (2014)

Sees & Exch Comm'n v, Shavers No. 4:13- V2416, 2014 WL 4652121, a1 *8
(ED Tex. Sept. 18. 2011)

15 U.S.C §§ 1601-1693 (2012)

See Tsukerman. supra note 87. 1157

166
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applicable to the core focus of this Article being the use of
blockchains to enhance cybersecurity of certificate authorities
and eritical infrastructure. Point agencies for Biteoin
regulation have included the FBI, which (temporarily) shul
down Silk Road, a site for frading illicit property using
Bitcoins.’% The IRS has also gotten involved in both Biteoin
and blockchain regulation, notably in March 2014 when it
isgue otice statng that the agency would treat Bitcoins as
propertys not a currency, in a move n_.mms_._mrwm..wﬂm_ﬂu%ﬂ
complex wsm.mqmﬂl?vw::mm._ﬂ Similarly, the Commaodity
Futures Trading Commission (CFTC), which regulates
commodities futures, arguably has ,_r.maﬂroa_e to regulate
Biteoin ué which, if accurate, could open up a
slew of regulatory avenues for regulators to explore. !5 And
even (he Consumer Financial Protection Bureau's (CFPB)
mission to "make markets for consumer financial producis and
services work for Americang™'® implicates Bitcoin and
blockchain technology; indeed, the CFPB has already issued a
“consumer advisory statement” in Bitcoins in August 2014
g-the public about the risks:170 i
Some states, such as New York, have gone further. New
York in particular has required the placement of eertain
cybersecurity safeguards in blockchain applications in the
name of consumer profection under the BitLicense scheme,
increasing the cost of compliance to market enfrantd—arid
prompting some firns at least to leave the New York market.17!
Califorman officials, particularly within the Department of
Business Oversight, have also decided that state ]aw applies to
crypto-currencies liks Bitcoin.172

More innovation is happening globally with a variety of
nations moving to regulate blockchain applications including
Bitcoin, as seen in the European Union's 2015 decision to
recognize Bitcoin as afurrendy veferenced in Part 1.1 Yet

h =y

Id at 1138

INTERNAL REVENUE SERVICE, IRS VIRTUAL CURRENCY GUIDANCE: VIRTUAL

CURRENCY 18 TREATED AS PROPERTY OR U.S. FEDERAL TAX PURPOSES- (GENERAL

RULES FOR PROFERTY TRANSACTIONS APPLY (Mar. 25. 2014).

htip:/fwwwirs gov/uaeMNewsroom/IRS-Virtual-Currency-Guidance

[htpsifperma e/SOADAZWN].

Tsukerman. supra note 87, at 1161,

hout Us. CONSUMER FINANCIAL PROTECTION BUREAU.
“consumerfinance.gov/the-lreav/ fhitps://perma ce/YLMB-XS47]

Tsnkerman. supra note 87, at 1161,

Id. a1 116

Sev Michael B, Marois & Carter Dougherty, California Sayvs State Law:

f Right 1o Orersee Bltcoin . BLOOMBERG (Dec. 4. 2014 4:28 PA)).

e oy ninews2014-124Mealiforninsavs-stiteslaw-gran i s-

n bl [hips/perma ee/@70)3 :

VA The Trust Machine: supro note 19,
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such multi-jurisdictional regulation also raise enforcement,
challenges given that a policy imposed by one stakeholder—
such as New York—may conflict. with another, potentially
leading to a forked chain as discussed in Part 1.2.3. In such an
mstance, some jurisdictions could elect to ban the technology,
which in th S. context could lead to First Amen _z.m.m.bh 188ues
given that(code Has already been defined ad speech.'™ Another
potential $eerfario would Dbe Judges issumg—Tulings that,
perhaps inadvertently, cause such hard forks, such as by
ordering that one transaction be approved over another
conflicting one.'” But black letter Jaw is just the beginning of
blockchain_regulation, which, after all, does quite_a bit to
regulate itsell. After all, it is the inherent self-correcting
"security of the system” that “makes the Bbockchain
revolutionary.”?76 ;

Taking a broader view, blockchain regulation 1s
happening at varicus levels and througli various modalifies
beyond black letter law, including, to use Professor Lawrence
Lessigs nomenclafure, norms, markets, and eode,)™ as well as
self-re tio d multilateral collaboration, all of which can
coniribute to enhancing eritical infrasiruciure cybersecurity
through blockchains. For example, best practices developed by
blockchain technology providers—such as Ethereum, discussed
in Part 1.3—inform the behavior of peer competilors, and
(depending on uptake) can lead to industry norms and codes of
conduct, which may in turn eventually be codified, as has
happened in the power grid context. Each of these regulatory
approaches has unique benefits and drawbacks, bul together

they contribute to a governance regime that is multi-level,
multi-purpose, multi-type, and multi-secloral in scope and that

—_—

could complement, (he top-down crifical infrastructure

governance models favored by certam nations. 178

3T ACT: TEXT

See, e.g.. CHRISTOPHER WOLF. THE DI1GITAL MILLENN: Cory
HISTORY. AND CASELAW 1053-55 (2003): Seott J Shackelford et al
iGovernance: The Future of Multi-Stakeholder Internet Governance in the
Wake of the Apple Encryption Saga. __ UNIV. OF N CAROUNAJ OF INTLL, __
77): Adam Satariano. Apple-FBI

EX (Feh 23.

3
o

Mi-fight-asks-1s-code-protected-as-free-s
See, e.g.. Primavera de Filippi. 4 $50M Hack Tests the Values of Communities
perma co/PF86-8QY1])

vinthe Bi
ensured through ‘eryplographic proof. allowing 1the parmies 10 deal directly
with each other rather than through a third pariy )

ote 158 a1 124-125

For more on | ¢ see Seoll ] Shaekelford & Amanda N
the New ‘Digital Divide” yzing the Evolving Role of Gocernmen
Internet Governance ond Enhancing Cybersecurity 50 Stan JUINT 1L 119
119 (2014) —_—

3.4 Implications for Managers and Policymakers

.w.n.xm

The promisz of blockchain technology has expansive

applications across a range of cybersecurity sectors, including
m the CA and critical infrastructure context, as has -been
explored throughout this Article. The implications on
organizational decision-making are manifold, ranging from the
way that ledgers are created and transactions recorded, to new
produet lines designed to build trust in insecure systems,
Managing the ricks and rewards presented by such a
disruptive pivot point presents numerous opportunities and
challenges for managers and policymakers alike, some of which
are discussed here beginning with the private sector belore
moving on to extending our analysis to related arenas such as
the burgeoning Internet of Things.

The widespread use of blockchains will inevitably mean
business disruption. After all, all businesses—and indeed
entire industries that are now in the “trust Lusiness —will
need to adapt, or otherwise remake themselves.244 For example,
blockchains could be further tailored, such as by rolling out.
new rules such as rransactions only being cleared if they are
endorsed by multiple parties 5 = » u

[ <« » ®
. -

g : = : . As
wi h Napster and P2P file sharing, this type of evolution takes
lime, but. such experimentation in the name of building trust js
at the heart. of the polyeentric governance literature, and js
squarely in line with the needs of critical infrastruciure
providers (o secure their systems. The same goes for an array
of governmental services, which could, if the myriad benefits of
Ecaxn:mm_._ technology are in fact realized, handle most major
life events—from a birth certificate, to a marriage license,
property deed, and even a death certificate—with minimal
human interference.26 However, there are also limitations to
this technology, as are summarized below.

At a higher _evel, the history of finance would be an
open book, potentially being a boon to sustamability and the
Corporate Social Fesponsibility (CSR) movement, Indeed,
sustainability may well be a useful paradigm to explore for
lessons that could be imported to enhance the prospects for
successful blockchain governance. There is_a growing body of
work investigating, for example, intersections between the
green _movement, cybersecurity, and Internet governance,
mncluding T he appliczbilily of infernational environments aw
principles {o such o5 i roblems @z imlormation
pollution > Similarly, an underappreciated overlap oceurs in
the Dlockehain context by considering the literature on
software ecology and ecosystems with blockchain governance
best practices. In this vein, Bitcoin itself could be considered a
common pool resource in that the public is contributing the
resource in %«Bm of time and computing power to create and
transact Bitcoins, with governance of the system being
distributed and shared globally 248 Such common pool resources
are exhaustible, and are managed through a property regime in
which enforcing the exclusion of a “defined user pool” can be
difficult.2*  Common examples of common pool resources

279

23



380 Block-bv-Block 2017

include some fisheries, pastures, and forests, What, do (isheries
have to do with cybersecurity? The difficuliies of enlorcement.
and overuse bind these areas together, while similar issues of
scale (such as the size and number of Bitcoin transactions) echo
in other commons arenas. However, Bitcoin and its underlying
blockehain technology may similarly have insights that could
be applied toward enhancing the governan other classic
common pool resources. Commumties could learn from the
power of-blockelain technology (o regi sers (or even job
candidates?) and keep track of transactions, allowing, for
example, the ability fo récognize and trace complex common
property relationships without the need” Tfor  sfate
interventidn.® 7

A further area that deserves deeper exploration,
especially in the legal literature, is the application of
blockchain technology to Internet of Things applications. There
is a great deal of buzz surrounding the Internet hings (10T),
which is the notion, simply put, that nearly everything not
currently connected to the Internet, {rom gym shorts to
streetlights soon will be.252 The rise of “smart products” such as
Internet-enabled refrigerators and self-driving cars holds the
promise to revolutionize business and society. Applications are
seemingly endless, and embrace an array of consumer
products, including toasters.253 As stated by Dan and Alex
Tapscott, “[hjow about these billions of connecled smart, things
that will be sensing, responding, sharing data, generating and
trading their own electricity, protecting our environment,
managing ow homes and our health? And this Internet of
Everything will need a Ledger of Everything. ™ Regardless of

possible undex certain conditions ™)

250 See Kinni. supra note 93 (“Compantes like ConsenSys are developing iden
svstems where job prospects or prospective contraciors will program their
own personal avatars to disclose pertinent information 10 emplovers. They
can t be hacked like a centralized database can, Users are motivated to
contribute information to their own avatars hecause they own and contyol
them, their privacy is completely configurable, and they can monetize their
own data Th very different from. say. LinkedlIn. a central darabase
owned. monetized. and vet not entirely secured by a powerfu P ion )

251 For more on this topic. see Scott J. Shackelford, Neither Magic Bullet Nor
Lost Cause: Land Titling and the Wealth of Nations. 21 NYU ENvr, | 3272
2014).

252 Gee Lawrence J. Trautman, Cybersecurity: What About US. Polic
1L J.L TeECH & PoLY 341. 348 (2015): Daniel Burrus. The [nite
is Far Bigger than Anyone Realizes. WIRED (Nov. 2011)
hup/avaw wired com/2014/1 1/theinternet-of -things-higger/
thupsiperma ce/N3UZ-JBDE)

2% See Richard Baguley & Colin McDonald. Applianee Setence: The Internet of

Toasters (and Other Things). CNET (Mar. 2. 2015)

https:/Aavww.enet.com/news/appliance- he-internet-

other-things/ [hutps:/perma ce/9CVO-6GI355)

supranoe 1.

20054
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whether this is, in fact, necessary, the potential for blockchains
to aid in securing this range of systems requires further
uwnpacking and research surrounding interlinked governance
best practices.

The downsides of blockchain technology also need to be
carefully considered least of which is the fact thai—in a public
blockchain—everything iz public, forever.2s This recalls
debates over the “right to be forgotten,” raising the specter of
regulation, which could, in twrn, be mellective if its domestic
share of the global blockehain was less than hifty percent of
available computing power. Other outstanding issues also
deserve consideration from managers and policymakers alike,
including longevity and governance. As such, it should be clear
that, despite their power, blockchains are not a panacea. For
example, despite ongoing concerns about the security of the
U.S. election syster, including pervasive vulnerabilities on
voling machines run by thousands of jurisdictions across the
country,®& the utility of blockchain technology to make
democracy harder to hack is limited.A national election with
significant national security implications would be a rapid
target for criminal organizations and nation states. 1T any one
group—or some comoination of these groups—were {o achieve
more than fifty percent of the computing power on the
blockchain, they could tamper with the resulte? Further,
mtroducing millions of voters to blockchain technology—and
creating a system robust enough to scale upward—would raise
significant technical challenges. %5

Still, if privaecy concerns and other considerations are
overcome, the benefits of blockehain technology are indeed
immense. Indeed, the goals of blockehain proponents are
“laudable,” including “speed, lower cost, security, fewer errors,
and the elimination of central points of attack and failure."2
Consequently, although such a future will doubtless intimidate
or otherwise cause some consternation across various
stakeholders, given declining trust in both public and private-
sector institutions. 2 any .a:y: 0 .__:_._; transparency, reduce
and improve securily w likely be wolcomedd by the

major i
See. e.g.. Scont J. Shackelford. Opinien: How to Make Democracy Harder 1o
Hack. CHRISTIAN S0 Mon:TOR (July 29. 2016).

htip/Avww. esmonitor.com/World/Passcode/Passcode-
es/2016/07289/Opimion-How -to-make-democracy-harder-to-hack
perma.cefAN3-DRET].

See supra note 95 and accompanying text (discussing the
hac

ility of

ing a blockehain by accumulating more than Gty percent. of the
1puter power in the distributed network)

or more on this topic. see Sunoo Park & Ronald L. Rivest. Towards Secure
Guadratie ¥ : G} tunpublished manuscript).

W people esail.min e sunon/ 17 /gy pdf Thiup:/perma . ce/CYER-KTZN|
i ity & . supra nute 8
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There’s something of a movement going on out there—called by
some the Free Software Movement (as founder, Richard Stallman
puts it, free in the sense of “free speech,” not in the sense of “free
cmﬁ.&y and by others, the Open Source Software Movement .+ The
differences are important, but so are the commonalties strong, Both
aim mo.ﬂ a world in which the fundamental software—the code—
governing the Internet is software that is “open”—code whose source
is available to all, to be taken, to be modified, and to be improved.

) The arguments for open code are many; the reasons favoring it
different. Most argue its virtue is efficiency: that the product of _Em”
open development, like the product of any open society—this code
that has revealed its flaws by revealing its source, and that has been
improved by revealing its source —is more robust, more efficient
more reliable, code than the product of any closed process. ma:mm
code is the promise, and in a world where computers are as reliable as
electricity in Italy, this indeed is a valuable promise.

But it is not my aim here to discuss its efficiency; my aim is its
values. My question in the few minutes that I can have your attention
is this: Can we learn something from the values of the Open Source or
Free Software Movement that would teach us something about
Internet governance, and governance generally?

* = *

) Governance: to many, this idea of Internet governance will seem
quite odd. This weird interactive television that somehow got
connected to wildly confused libraries—what could it mean to speak
about governance here?

But I mean governance in a very general sense. If you want to set
up a server on the World Wide Web, you must register and receive a

74 Chi~Len? LR, /40§ t4vg [ 7999 )
3. Richard Stallman is the founder of this extraordina movement and is 1
| Iy i

constituting force, See Amy Harman, The Rebel Code, NY ._._r.wmwm MAG.. Feb, %_. _.wwxh,:n.” wwu
Andrew _nna:,..nn_u Maverick Richard Stallman Keeps the Faith—and Gives Bill Gates the __ﬂ.._r.q_‘.
{Aug. 31, 1998) <bnp I £ com/21suf (1998/08/cov_3Heature, himis,
Erie M_. ﬂ.... ﬂa,aonnz_mnnawna of the keys lor this branch of the Free Sofiware Movement are
: mu"_r...ﬂ_.”‘._.r_uwa ruce Perens, who founded opensource.org. See <hlpiivww opensouree

) m._ I __..n:.._.oq_o n_wa‘u“!n_xnsqun with Stallman that the issues raised by this movement are
primarily wsues of valie first. See Richard Staliman. Reevaluating Copyright: The Public M
Prevail, 75 OR, L. Rgv. 291 (1996); see also Lawrence Fﬁu..._mw.. ﬂ:__..__,.ﬁwxz» in QMN__.___ﬂﬁ.o__u_W
Regulatory Standards and the Future of the Net, 14 BERKELEY )L & TECH, 750 (199%)

7

1999] OPEN CODE AND OPEN SOCIETIES 1407

name—a domain name—from an Internet registry, right now a
company called Network Solutions.t This procedure is the product of
governance in the sense that I mean. When you connect to a site on
the World Wide Web, your machine transmits to the site on the Web
an address—your Internet Protocol (“IP”) address—so that the
machine on the Web can find you in return.” This protocol is the
product of governance in the sense I mean. When you connect to a
site with this IP address, the IP address need not provide information
to identify who you are; it can be dynamic rather than static; it can be
a proxy rather than real—nothing requires that the other side learn
anything real about you.® This is the product of governance in the
sense I mean.

In each case, the governance at stake is in part a governance that
has been brought about by a certain architecture in the Internet. It is
the code’s design that IP addresses are used to identify locations on
the Net; other designs could have been chosen. It is the code’s design
that only the IP address is needed to connect to a site; a different
design, requiring greater security, could have been selected. Thus in
part, the governance that I mean is a governance brought about
through code.?

But obviously, governance is not just code. It was not software
that chose Network Solutions as the domain name registry —it was
the United States government, by a contract that shifted the

6. See <http://www.netsol.com/nsi>.

7. On page 103, the MICROSOFT PRESS COMPUTER DICTIONARY (3d ed. 1997) defines a
communications protocol as “[a] set of rules or standards designed lo cnable computers 1o
connect with one another and to exchange information with as little error as possible.”

8  See MICROSOFT PRESS COMPUTER DICTIONARY, supra note 7, at 387 (defining a proxy
server as a computer that intercepts Internet traffic and has the ability o keep users from
accessing outside Web pages): see also id. at 197 (defining firewall).

9. I am using the term “code™ here far more loosely than software engineers would. 1
mean by code the instructions or control built into the software and hardware that constitutes
the Net. I incJude within that category both the code of the Internet protocols {embraced within
TCP/IP) and also the code constituting the application space that interacts with TCPAIP. Code
of the latter sort is oflen referred t0. in Jerome Salizer’s terminology. as code at the “end.” “For
the case of the dala communication system. this range includes encrypiion. duplicate message
detection, message sequencing, guaranteed message delivery, delecting host crashes, and
delivery receipts. In 2 broader context the argument seems to apply to many olher functions of a
compuler operating system, including its file system.” Jerome H. Saltzer et al., End-to-End
Arguments in System Design, in INNOVATIONS IN INTERNETWORKING 195 (Craig Pariridge ed.,
1988). More generally, this layer would include any applications that might interact with the
Network (browsers, e-mail programs, file transfer clients) as well as operating system platforms
upon which these applications might run.

In the analysis that {ollows, the most important “layer” for my purposes will be the layer
above the IP layer. This is because the most sophisticated regulations will occur at this level.
given the Net's adoption of Saltzer’s end-1o-end design
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responsibility from the late John Postel.’® It was not software that
established the protocols for the World Wide Web. It was a group of
Internet decision-makers who put a recommendation for this design
into circulation, and then recognized it as adopted.”” These decision-
makers were people; some of them are responsible to “the People”;
their name was not Hal 2000.

Thus governance in the sense that I mean is a mix of the
regulations of code and the regulations of bodies that regulate this
code. It is both machine and man.

But these “regulators” regulate in ways that are very different.
They are different from each other, and they are different from the
regulations of real-space governments. We should understand this
difference.

* * *

First, think a bit more about code—about the way that code
regulates. Lawyers don’t like to think much about how code
regulates. Lawvers like to think about how law regulates. Code,
lawyers like to think, is just the background condition against which
laws regulate.

But this misses an important point. The code of cyberspace—
whether the Internet, or a net within the Internet—defines that space.
It constitutes that space. And as with any constitution, it builds within
itself a set of values and possibilities that governs life there. The
Internet as it was in 1995 was a space that made it very hard to verify
who someone was; that meant it was a space that protected privacy
and anonymity. The Internet as it is becoming is a space that will
make it very easy to verify who someone is; commerce Jikes it that
way; that means it will become a space that doesn’t necessarily
protect privacy and anonymity. Privacy and anonymity are values,
and they are being respected, or not, because of the design of code.
And the design of code is something that people are doing. Engineers
make the choices about how the world will be. Engineers in this sense
are governors.

10. See Rebecca Quick, On-Line: Interner Addresses Spark Storm in Cyberspace. WALL ST
1. Apr. 29,1997, at B1.

11. See Walt Howe, Delphi FAQs: A Brief History of the Interner (last modified Oct. 24.
1998) <http:/fwww.delphi.com/navnel/fag/history html>
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Centralized authority Semi-centralized authority Decentralized authority
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VCs have become increasingly common in recent years. So far, no €
VCs are fiat currencies—no government has adopted 2 VC as its legal
tender. They do, however, represent value for a particular community
that uses them as a means of exchange. VCs have been used in online
gaming communities and loyalty programs, such as airline frequent-
flier programs, to keep track of redeemable membership credits that One central Comprising multiple Comprising any party
may not otherwise have value in terms of 2 fat currency.? VCs, such authority independent organizations that joins the network
as money used in online games or frequent-flier miles, are designed o Examples: Example: Examples:
act as a store of value, unit 6f account, and medium of exchange solely US dollar, Ripple mﬁMF
within their community of interest. Thar communiry of interest does __.uwﬂw% _ﬁmm_wm

not, however, need to occupy a single geographical or political unit.

Some of the latest VCs, such as Bitcoin, differ from earlier VCs ]} Virtual Currencies After Bitcoin: Altcoins

in that they are designed explicitly to function as currency in the real
cconomy and are exchangeable for governmenc-issued fiar currencies,
Returning to the comparison with gold coins, Bitcoin shares many of
the same characteristics of gold coins. There is a limited supply of cur-
rency in circulation. Similar to a commodity such as gold, Bitcoin’s
exchange rate can be volatile. Bitcoin is casily measurable and divisible.
In contrast to gold, Bitcoin is easily transportable and does not need to
transit through international borders as currency, which may increase
its ease of use and reduce cross-border transaction costs (as well as chal-

8 This is the technology underlying applicarions, such as Google Waller, Apple Pay, and
Venmo.

w Exchanges may develop m allow users wo “cash out” VCs for fiar currencies, bur this is
neicher a feature nor a requirement of VCs,

<) lenge law enforcement and intelligence efforts). Finally; Bitcoin does
not depend on a central authority to safeguard its value.

Perhaps the most important distinction berween Bitcoin and pre-
vious VCs is that while VCs do not technically require a central author-
ity, ane of Bitcoin's key fearures is its completcly decentralized author
ity—and many VCs have followed Bitcoin precisely in this direction.
As a result, VCs such as Bircoin cannor build trust in their curren-
cies’ stability based on the policies and capacities of a central authoricy.
Instead, users’ trust in VCs depends on their trust in the decentralized
mechanisms that secure and sustain a VC. Current VCs have authority
structures that range from complerely centralized to completely decen-
tralized (see Figure 2.1).

Having examined the evolution to VCs from a monetary perspec-
tive, we will now examine the evolution of the VCs themselves, mainly
from a technological perspective.

'n Nadenal Seeurs
m.m.w&h 20/5 , Cha 2

)

oy Dmplicattons of Vig

Bitcoin is not the only VC thar a non-state actor might choose to use
or build upon for their own VC deployment; many other currencies
have built upon the foundational ideas of Bitcoin thar a non-state actor
mighe also leverage.

Following the rélezse of Bitcoin, and its subsequent wide adoption
and incerest, many new projects were launched, a selection of which are
represented in Table 1.1. These were based on either the architecrure or,

transaction fees will correspondingly increase to maintain the econogs tentivizatian of
mining, which secures the entire Bitcoin system,

19 Tt should be noted thar this is very high-lew Eription of Bitcoin, An intcrested reader
should consult other sources fora more. fled descriprion. See, for instance, Bircoin Help,
homepage, undared; see also ki, homepage, Augusr 13, 2015b.

20 For further di n, see Michael Bedford Taylor, “Bircoin and the Age of Bespoke
Silicon,” | ar the f iomel Confe on Campilers, Arcis v, and Syn-

ke o Ennbecdded Syaems (CASES), Monreal, Quebee, September 29-Oczober 4, 2013,

—— Table 1.1

15 Examples of Appcoins and Block Chain Applications
Examples Introduced Application
NameCoin? April 2011 DNS-like storage in block chain
Mastercoin® January 2012 Planned market, smart contracts
Nxtcoin+¢ Novamber 2013 Asset exchange
Ripple? Decamber 2012 inter-bank transactions
MaidSafeCoin® April 2014 Anonymous, secured cloud computing

{non-block chain)

2 Namecoin, homepage, undated,
bsee s R. Willett, The Second Bitcoin Wi ér, vs. 0.5 (Draft for Public
Comment), self-published paj ated. Also, see GitHub, “Omni Protocol
Specification {farmy ‘ereoin),” undated,

¢ wmrn..zxﬂéi‘ “Whitepaper NXT,” modified July 13, 2014,

d'See Ripple, “FAQ," undated. mn\n; 9«“.
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P pecific to the Bitcoin network. these “ale-
coins” used new block chains, with various modifications to the pro-
nomo_. Many of these were effectively Ponzi schemes, with the creators
using them to pump-and-dump the new currency, or in other ways
that were never intended as legitimate currencies.!

We highlight three classes of noteworthy alternatives to Bitcoin
as.a currency; the first, Pure Alrcoins, primarily modified the finan-
n:m and cryprographic derails of Bitcoin. This included currencies that
tinted coins more rapidly or used different hash fitnctions to vali-

] L] [

date the block chain.?2 Yet other new coins altered the method of vali-
dating more drastically, replacing proof of work with other schemes.??
Prominent altcoins include Litecoin,? which has a faster hashing pro-
cess than Bitcoin; Dogecoin, which started as a humorous creation not
meant to be taken seriously, then became gradually more accepted; and
Peercoin, which uses a hybrid approach to mining that uses an alterna-
tive to Bitcoin’s proof-of-work systemn.?

The second category, which we will call Anonymous Coins, used
additional new cryptographic techniques or protocol to create greater
anonymity than Bitcoin offers. This has either been in the form of new
altcoins that allow for or enforce a level of anonymity in the protocol or
various Bitcoin add-ons using a technique called CoinJoin; see Chap-
ter Fours discussion on VC anonymity for more informarion about
Anonymous Coins.

Most recently; the majority of new effort has been focused on a
third caregory, so-called Appcoins, which use block chains for other
purposes. While many Appcoins can be used as currencies and are
useful for various types of financial transactions, they create and rely
on a more complex infrastructure and do nor differ greatly from other
VCs in the aspects most relevant to this this report.?® This new cat-
egory is interesting because it points to new technological applications
of the block chain, though it may be a misnomer to term this category

JF asa currency due to its intended purposes.

22 A variety of hash funcrions and combinarions of hash funcrions have been proposed,
largely revolving around concern about cencralization of mining power due to application-
specific integrared circuir (ASIC)-based mining. Similarly, alternarive schemes, such as
praof.of-stake, or computing Cunningham chains in Pri in, have been creared. All of
these have imporrant pros and cons, but the derails are not relevant for most of the following

discussion.

2% For a list of these currencies, see Alwcoins, homepage, undared; see also Bitcoin Wiki,
“Comparison of Cryprocurrencies,” December 24, 2014.

24 Litecoin, hompage, undared.

25 Peercoin also uses a so-called proof-of-stake mining system; see Sunny King and Scott
Nadal, “PPCoin: Peer-to-Peer Crypro-Currency with Proof-of-Stake,” self-published paper,
August 19, 2012,

26 See Chaprer Five for further discussion abour the implications of VC technology.

#

Authority (De)centralization and Implications

for Virtual Currency Design

Perhaps the most prominent design choice in a VC is how central-
ized its authority mechanism should be. The earliest VC designs, such
as Chaum’s, had centralized authority mechanisms: there is a central
server thar ensures that security properties, such as double spending
and counterfeiting, do not occur. Drawbacks of such architectures are
that they require at least some trust in the central authority (for exam-
ple, that they do not simply ignore incoming transactions) and that
they can be vulnerable to a single point of failure or present a single
targer for attack. For instance, the M-PESA system, a currency-transfer
mechanism that relies only on text messages to conduct transfers in
countries such as Kenya, is centralized at the cellular provider; all it
would take to disrupt M-PESA is 10 degrade the cellular network of
a particular country (or selected servers of the provider). It is worth
noting that non-state acrors such as the Islamic State of Iraq and the
Levant (ISIL) are unlikely to care about how centralized a currency is
from a fiscal policy perspective; however, vulnerability to cyber attack
could be a significant concern.

Bitcoin and the vast majority of the second-generation VCs have
decentralized authority mechanisms. There is no central server or ser-
vice, and any user can and do contribute resources to the authority-
mechanism process. Such decentralized structures inherently require
more public information about users and transactions because each
participating user in the authority mechanism must be able to have
enough information to contribute meaningfully. In addition, consen-
sus may take time because many users must agree on the best course of
action (otherwise small groups of malicious users can break the secu-

\N:J. of the decentralized scheme). On the other hand, even if some

users contributing to the decentralized authority are malicious
ﬁ_:. cannot impede correcr behavior on the part of the overall Ln
wnmrumn_ system due to its consensus-verification system. It is this
fence, and lack of requirzd trust, that has attracted
coin and other decentralized VCs,
There is a middle ground between the two alternatives:

semi-centralized VCs, where che authority mechanism mmmwmmm“m._wwmmm
among a restricted set of participants (e.g., ten total) and only when a
m_._m.._ﬂnsn_w large fraction of them collude would any private informa-
tion be revealed or would security be violated, This approach may be
uscful where there are a small number of high-security users who are
trusted not to collude with one another; one example might be the
central banks (or military units) of multiple countries thar may nor
rncn. completely trusting -elationships with one another. The rn_._nvwm of
semi-centralized VCs is that they balance the trust and single
mu._HEn issues with the certralized model and the mass-dispersal issues
with ﬁ.rn decentralized model. To dare, the existence of semi-centralized
<nm, is largely theoreticali?” only Ripple may be said to have a full
semi-centralized authority mechanism, and Ripple is not designed ﬁM
protect user privacy in a meaningful way o =g i

they
cen-
resil-
many users to Bit-

-point-of-

o

See, for i
o= fo Ew.._..M”nP Katim Ei Un,.m?d and and Joshua Lampkins. “Founding Digiral
: <Y on e Computarion.” CCS 74 Procecdinge of A(M HGSAC n;a&m.:‘
Camiputer and Communizasian; Security, Match 2014, pp. 1-14. S

*# The VC Dash (formerd i
y Darkeoin) has a hybrid strucrure where an i
s . . 2 g
by 3 semi-centralized architecture, hur mogw other claments of the naﬂﬂwﬂ.”ﬂnﬂmﬂﬁn“ﬁﬂ

Tecture; see Dhash, J % B
oo E__.n ath, homepage. undated (a), and Dash, “Masternodes and

Proof of Service
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We have moved from the bio-power that Foucault exemplified by compara-
tive anatomy to a society based on the governance of molecular zoe power of
today. We have equally shifted from disciplinary to control societies, from the
political economy of the Panopticon to the informatics of domination, (Hara-
way 1991, p. 97)

In the societies of control (...) what is important is no longer either a signature
or a number, but a code: the code is a password. (Deleuze 1992, p. 5)

Blockchain technology is often strictly associated with Bitcoin and other types of
cryptocurrencies. This is also where such technology by this stage has been put most
into use (Swan 2015, p. 9; see also: de Filippi and Hassan 2016). Such discussions
have often been accompanied by optimistic accounts on how cryptocurrencies may
be a response—and way out—of the capital-based world-order in which we find
ourselves (for an overview of some of these discussions, see e.g. Herian 20164, b).
However, blockchain technology is also a general means for much more improved
decentralized connectivity between objects through encryption—and by this, as 1
will argue here, locked-up control over the digitalized worlds that we inhabit,

The rationale behind encryption technologies is to enact openings and closures
between different elements through passwords. Successful decryption subsequently
opens access between each side of the encryption chain. A basic form of an encryp-
tion technology is the regular lock, which produces a barrier between what is inside
(e.g. a locker holding paper and books) and what is outside (e.g. a human). For the
human to access the elements inside the locker a key needs to be used to unlock the
lock. In comparison with a regular lock solution blockchain could be understood as
a significantly more advanced lock (see e.g. Herian 2017, pp. 453—460). Asitis a
digital lock, it can also be added to everything that can be combined with a digital
layer.

For this reason, it is unsurprising that blockchain as an encryption technology is
now increasingly theorized as a technology that could be utilized to produce locked
connections between matter as diverse as persons and persons, persons and things,
as well as things and things. This development folds into the transformation of
physical things to smarr or intelligen: things." As, for example, the magazine Forbes
writes, a combinatjon of the development of the Internet of Things (IoT) and block-
chain technology makes much sense in terms of improving the encryption needed
in IoT. The reason for this is that a substantial part of the data which may be gener-
ated through IoT-applications, such as smart home devices, is of personal character.
Such data needs to be shared with other machines and services in order to be useful
as a smart application. Blockchain technology creates a way to make possible such

! Herian (2017, pp. 457-458). The division between persons and things is of course problematic in
terms of digitalization, see e,g. my doctoral thesis in legal theory: Kall (2017b); and the recent special
issue on traditions, myths, and utopias of personhood: Kill (2017a).
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sharing in a more secure way as it produces a barrier which a possible malignant
actor would need to bypass (Marr 2018).

And furthermore, this folds into a general move of commoditization of informa-
tion as assets—and property—through &m#&ﬁwﬂo_rm As Tapscott and Tapscott
argue, through blockchain technology:

physical assels can become digital assets. All documentation relating to a par-
ticular ‘thing’ can be digitized and carried on in the blockchain including pat-
ents, ownership, warranties, inspection certification, provenance, insurance,
replacement dates, approvals, et cetera. (Tapscott and Tapscott 2016, p. 159)

Through these technologies then, we may $oon see an increasing number of layers
of digitalization put on ‘physical assets’ in order to make them both increasingly
traceable-and more tangible than they ever were without digital layers (Tapscott and
Tapscott 2016, p. 159. Also c.f. Herian 2016a, b).

Through the development of such practices, one may furthermore argue that
blockehain as a facilitator for the development of smart things—or even environ-
ments—appears to move further beyond the always abstract and highly fluent coaz.n.
aries of what may be commoditized and controlled as property (see e.g. Esposito
2015, p. 1: Kall 2017a), Furthermore, it appears as if this movement of the concept
of private property also may be undersiood as an intensification of how control is
pursued through property. The reason for this is that blockchain enables EB :___..mﬁ
digitalization as well as control over physical elements (cars, parcels, entire cities),
In this essay, 1 will build upon new materialist theorists,” to show how such under-
standing is significant to the form of capitalism in which blockchain is embedded
and, furthermore. that this logie in itself dissolves the dominant understanding of
property control and human personhood.

Intensification of the Societies of Control

Digitalization as a process makes possible new logics of domination n_oEnsn_. by
both Donna Haraway and Gilles Deleuze as the introductory quotes to this article
make visible. Haraway (1391) described the move towards an intensified focus on
the treatment of information as a commodity, as a move away from the Foucauldian
idea of biopolitics (as a way for the state to control and discipline its citizens)
towards an ‘informatics cf domination’. In this stage, capitalist actors (apart from
the state) pervasively control everything and everyone through seizure and control
over ‘information’.* Deleuze also developed Foucault's idea of control in his famous

2 See notably the early example on smart contracts and smart property as described by Szabo (1996).

3 On the scope of this terminology: Dolphijn and van der Tuin (2011), Ooo_n. and Frost (2010, p. 5)
As argued by Ansell-Pearson, Deleuze utilized this terminology for his theoretical endeavours: Ansell-
Pearson (2017). o

4 Haraway (1991, p. 97), c.f. Hayles (1999) on how cybernetic narratives function 6 dematerialize ele-
ments that traditionally have been perceived as parts of the human body into information
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Post-script on the societies of control. In this text he identified an emerging societal
shift where we move from warchwords to passwords (Haraway 1991, p. 97; Deleuze
1992, p. 5). This could subsequently be interpreted as a move where rules as soci-
etal trust—or distrust—are no longer produced through human communication, but
rather are dependent on a material regime as a ‘password’, or a material lock, What
both of these writings make clear, furthermore, is that power in a society infused by
digitalization may be exercised and distributed on the basis of the actor that has con-
trol over the code/script of society.

Blockchain Law or Blockchain (Private) Property?

It has already been established in the introduction that blockchain as a technology
is tightly connected with the potential of pursuing sophisticated encryption. Com-
bining such insight into blockchain with Deleuze’s and Haraway’s theories about
the advancements of the control society furthermore highlights that it is just such
kind of practices that pushes society to a new level of control. This type of control
implies, as pictured, a codificication of control into the bodies® which inhabit the
society. By following such insight, blockchain in fact may function as a mode of
(very efficient) law that makes possible or hinders certain enactments. In accordance
with the framework of information control discussed above, such control encrypton
technologies may be understood as displacing or even replacing law as a means for
capitalist control. This understanding of blockchain also connects to the insights by
Lawrence Lessig, who argued that code already several decades ago was depicted as
having the capacity to function as law (Lessig 1999). In light of blockchain technol-
ogy, one could then even argue that law may be replaced—or displaced—by encryp-
tion code as more and more settings become embedded in code.

Primavera de Filippi and Samer Hassan have already pre-empted, and devel-
oped, this analogy by stating that what blockchain signifies is a move where law
itself becomes code. They build this understanding on the perception that ‘law’ may
be coded into products e.g. through smart contracts (Swan 2015, p. 9; see also: de
Filippi and Hassan 2016). This implies that law, or control, which was generally
perceived as something outside of both individual humanity and individual things
instead may be designed into objects or even entire environments. This type of law
embedded into products is a typical effect of automated or ‘smart’ objects, as the
rules for how they communicate with each other are coded into the objects them-
selves. For such objects, the pace of the technological development makes it difficult
to produce law in the common sense of the term to function as an external regulator
of how the objects are to communicate, The technology-induced developments of
law are however still understood as a fairly neutral (and unstoppable) development
in which more and more elements will be connected to ledgers where data is being

5 The body is here understoad in the broadest sense as all type of marter in coherence with the theo-
retical frameworks developed by both Gilles Deleuze and Donna Haraway. See e.g. Kill (2017b) and
Philippopoulos-Mihalopoulos (2015).
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stored and accessed in a more ‘secure’ way. It has even been suggested that block-
chain technologies may function as a replacement of obviously inefficient laws to
render personal data increasingly private as we move away from a Facebook/Google
era, where information has become increasingly appropriated by large information
technology companies. Strengthened privacy through technological solutions could
certainly be welcomed ia light of the fact that we are now seeing increased leg-
islation as regards private data, not least in the EU mnaum.m However, what such
optimistic accounts of blockchain technologies (as a new type of automatized law)
appear to dismiss, is the fact that one may also place the development of automa-
tized code control into the general development of a continuous intensification of
proprietary control. The reason for this is that blockchain, as a technology, offers the
possibility to code property control into the property objects themselves. When this
is done, there is no need to monitor one’s property/property rights as such assurance
of property rights has become automated. Even though this may not seem to be an
extension of property rights per se from a positivist perception of property (if the
property right is held in a legitimate manner), the possibility to control something
as property certainly becomes enforceable. Furthermore, the development of inten-
sified proprietary control accelerated by digital technologies is no news to anyone
who has worked with digitalization, digital contract law and/or intellectual property
in the last decade or so. As Professor Margaret Jane Radin forcefully points out,
digitalization implies both that information has become tangible and that contract,
as a concept within the liberal legal order, has become integrated into the property
objects that it governs (see e.g. Radin 2003, 2013).

The integration of the means of control into the property object itself may be
identified not least through the now well-advanced discussions regarding Digital
Rights Management (DRM), which was introduced to control the digitalization of
content such as music, films and video games two decades ago. Such technologies
locked the respective types of content to the medium to which it was bundled. In
this way, a CD with music was paired with a technology that made it impossible
(or rather, difficult) to transfer the music to one’s computer (and from there to the
online world of sharing said music further). These solutions were also explicitly
protected as new forms of property rights in copyright legislation.” As de Filippi
and Hassan write, the DRM in this manner came to replace textual/positive law as
the means to control the distribution of content. Blockchain technologies may func-
tion in the same manner as a means to control property objects, as they may lock
different objects in an ecosystem together to each other. The encryption that locks
and unlocks objects to a chain makes for automated contracts (just like DRM) to
displace positive law by technological means in order to facilitate transactions of
different kinds (de Filippi and Hassan 2016). As blockchain technologies now are
being utilized as a way t3 once again control layers of information as well as those

8 C.f. the protection of personal data and the EU directive from a posthumanist perspective in Kill
(2017a)

7 See Schollin (2008); also mentioned as a stage of development towards blockchain as law by de Filippi
and Hassan (2016).
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layers to which it attaches, this may therefore rather be understood as a variation of
a development of control through, and beyond, property law that has already been
continuing for decades.

A legal positivist solution to this development could be to call for new legisla-
tion or erected boundaries in relation to such developments. Such demand would
however entirely ignore the fact that both law and property have been dissolved into
a more fluid regime of control as anticipated by both Deleuze and Haraway about
25 years ago. This insight also needs to be read against the common idea that block-
chain technologies decentralize power over information networks in a way that could
lead to both a less capitalist value system as well as a truly democratic informa-
tion network (see e.g. Nakamoto 2008). What is notably (dis)missed in such an idea
is the fact that advanced encryption follows rather than ruptures the control logics
suggested by Deleuze. Subsequently, this logic is utilized to displace authoritative
functions within the societal system. As the system that this logic folds under can
be described as the ‘informatics of domination’ following Haraway, this implies that
it is capitalist logics, rather than non-hierarchical forms of resistance towards such
forces, that will utilize blockchain to strengthen its basis of control. In this way, the
logics will be utilized as a means to produce capital. This is not least visible in the
way that property concepts are being remodelled to facilitate control over ‘intangi-
bles’ in digital settings. Furthermore, as also depicted by Deleuze, the development
of blockchain technologies, as a kind of technology that decentres law or ‘trust’ in
its previous sense, also implies a thorough production of passwords as a requirement
for access between everyone and everything digitally ‘enhanced’. What we now wit-
ness is that as digitalization unfolds, such entanglement between digital and physical
elements will only increase.

Program: The Dissolution of Human Control Over Property

From a theoretical point of view, the understanding of property rights rests upon
an idea of persons as separable from things.® The idea and praxis of property as a
means to divide and control societies is today diffused to a large degree worldwide.
This holds true in specific to digitalized settings where the ‘public” spheres are con-
trolled through layers of intellectual property rights and contracts. Through digitali-
zation processes, this distinction is being increasingly dissolved. The development
cited here where ‘smart’ digital layers or even artificial intelligence turn both things
and humans into cyborgs is of specific interest as regards to identifying this evolv-
ing regime of control (Haraway 1991, p. 180). As both N. Katherine Hayles and
Rosi Braidotti argue, this implies that we now have turned posthuman (Hayles 1999;
Braidotti 2013). Following both of these theorists, it is however important to note
that this turning posthuman does not occur to everyone or everything, in the same

# Cf. Esposito (2015), Several fundamental balancing-regimes in property law rest significantly on this
assumption still, such as the more or less rigid boundary against commodification of human body parts.
See e.g. Bhandar (2012).

@ Springer

Blockchain Control 139

way (Braidotti 2013, p. 1). Yet, it is also those who have never been fully human
who have most to gain from the turning posthuman, also. of private property, This
turn will however not emarge automatically through the ‘decentralization’ of tech-
nological control enacted by blockchain technologies. To think so would be 10 deny
that advanced capitalism continuously produces a ‘perverse form® of the posthuman
(Braidort 2013, p. 7). Itis already obvious that market actors will utilize blockchain
technologies to code and control emerging posthuman spaces. Deleuze eXpresses
this clearly in quoting Félix Guattari as having imagined:

a city where one could be able to leave one's apartment, one's street, one's

neighborhood, thanks to one’s (dividual) electronic card that raises a given

barrier; but the card could just as easily be rejected on a given day or between

certain hours; what counts is not the barrier but the computer that tracks each

wmlwmoa.m position—licit or illicit—and effects a universal modulation. (Deleuze
o

As of today, such development is now being carried out full-scale. This holds true
.ma more purely digital spheces as well as the emerging smart cities, More or less vis-
ible systems that build upon the enactment of passwords are integrited into Suppos-
edly control-free spheres. These systems are furthermore bundled with continuous
evaluations of one's credibility as 2 citizen in spaces where digital and physical ele-
ments are utilized to keep some bodies in, and others out, The boundaries between
property and personhood are in this manner controlled by actors which have direct
access to every in/dividual’s movement in such a space. Through advanced encryp-
tion technologies and decentralization of responsibility, such control may further-
more easily dissolve into a more severe regime of control, which constantly escapes
any counter-movement or alternative societal program. For this reason, the develop-
ment of blockchain urges a reconsideration of the basis for which such technologies
can be utilized. In short, it requires a reconsideration of the coneept of, and reason
for, the mode of proprietary control it enables.

D_.m... >3.B. This article w, distributed under the terms of the Creative Commans Antribution 4.0 Inter-
national License (http: " gii o/, (), which permits onrestricted use, distribo-
non, and reproduction in any medium, provided you give appropriate credit to the original author(s) and
the source, provide a link to the Creative Commons license, and fndicate if changss were made.
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Level 5 - Disaggregated Rights 1 N 9 0 v

From levels ] through 4 the rights in question will be ownership and occupancy, but once a blockchain
becomes the registry, other possibilities present themselves. In level 5, rights can be disaggregated and
discretely managed via a blockchain. Various rights associated with a property would be freely
negotiated, using a blockchain system to track those transactions. Examples of other rights include,
are ot limited to air, water, subsurface, mineral, grazing, and easements.

but

Level 6 - Fractional Rights

Fractional rights are when a specific right is shared or divided between multiple users. This is frequently
ain and real astate, but would be more difficult in practice without
s allows for numerous scenarios. In addition to rights

from different uses of the property could also be

brought up in discussions about blockeh;
\ level 5 integration in place. Fractionalization of right

9 of ownership or occupancy, rights to revenues resulting

fractionalized and traded.

Fractional ownership in this context could be defined as multiple parties sharing the rights and
m, or a commercial building) much like

responsibilities of owning a real asset (i.e., a house, a condominiu
multi-investor leases.
number of things, depending on if the right is divided in terms of

ghts include rights to a room in a house, or a bed in a room,
occupy an apartment, water rights being shared by multiple

Fractional occupancy could mean a
space, time, or both. Examples of fractional ri
or a time slot for a bed in a room, or rights to
companies, or other third parties sharing the water on a land with owners, etc.

ow a property is used, both the governance and investment aspects can be aflocated via

Beyond dividing h ‘
biockchain. Buyers will purchase shares in an asset, which translate to a stream of payments, assuming

the asset is leased (investment), and also provides certain rights or decision-making mcm:aow
(governance). This is technically possible without blockchain and has Rooumv.\ happened --see the .
Australian example of Brickx.com-- but with a blockchain, the costs of allocating, recording, and trading

these rights would be considerably lower.®® Therefore, we should expect various models for minting,
trading, and discarding these shares. Blockchain
Level 7 - Peer-to-Peer Transactions

These exchanges can occur only after the adoption of a blockchain and the clarification of legal rights.
Overall, until levels 1-6 materialize, it is difficult to imagine the possibility of genuine peer-to-peer
transactions without the presence of intermediaries.

In the case of Brickx.com, the use of a blockchain to facilitate their model, instead of a centralized
internal system, could offer a similar user experience but with faster clearing and lower fees. The real
potential for this model becomes clear, however, when its potential is applied without an intermediary.
For instance, if a homeowner desires capital, instead of securing a home equity line of credit (HELOC)
from a bank, they could simply fractionalize the rights to rent their house and enter into a long term lease
with themselves. The homeowner could then offer a fraction of the right to rental payments to any willing
buyer via a smart contract. They would then be obliged to make payments to the owner of those rights
(interest) until they paid off the initial cost (principal). Said differently, a level 7 registry with fractional
rights would allow for a DIY HELOC or a crowd-sourced, peer-to-peer mortgage. In both cases it

! Paper 20:18 WB Confereatt on Land = \w.\ma&v

s may also facilitate the scaling of the Brickx.com model.

Edmmu.m 10 be seen how these fractionated rights will be treated by the courts when filure to meet an
obligation triggers a conflict. ® Y e

\V@ There are a number of well-known technical and legal obstacles to overcome in order for blockehain to be

.s._n_nq mnan"& in the real estate and land sectors. These include the lack of standard protocols for
Eﬁauﬂﬂw___a. and the fact thar the dominant public chains may perish, for a variety of reasons includi
Rmc_ucam .m&. the cryptocurrencizs that power them. Transaction speeds must incregse without e
Ma_unﬂh_ﬂnmw__.”m data security. If s..n mo.ame.n a world with numerous micro-transactions there has to be
inmw e won“mwuﬁ speed to maintain it ._._d.m» will depend in part on consensus mechanisms, Proof of

o ; very successful in large public chains but there are concerns around speed and ener,
consumption. Ethereum's Proof of Stake mechanism remains unproven. More US States are _._._oi_._mM\S
_.ooo.wmﬂnn smart contracts and blockchain records, but early bills are occasionally compromised by the
inability of lawmakers to define those technologies with sufficient accuracy. 4

\ How will blockchain for land be regulated?

¢
N& [n the foreword to this paper we discussed how concerns over the social impact of the centralization on

Mn _Em&s could help create norms favorable to the adoption of decentralized technologies like

EMM__"«M_M_MEW“»“&Q« mmwn no__wﬁm.é._m:w forces i.mn: we believe will lead government regulators to limit

o on of financial infrastructure. This would impact all assets traded with this infrastructure,
€ tmpact on real property would depend on the degree to which blockchain increases liquidity

“_. H%ﬁ”ﬂa hﬂm_ummhn_&m_.waa would have troubling economic and security implications. For the
1ally the United States, influence over the international financial i i
p : : system is an essential
“.umwwmna and law enforcement .Sc_, which can be used to sanction state rivals and disrupt the financing
ok E_ £ non-state mﬂoﬂ most importantly terrorist groups.* The fear that blockehain could undermine
st tus quo was first raised by the advent of cryptocurrencies, which bear mentioning here before
focusing on other blockchain-based financial applications.

The US mo,.n_..«_Enu_,m assessmant of the potential terror financing and money laundering threat fi

MQEongn_.B. is 45_ evolving. A House bill was introduced in January mo.Hu “to establish an o

_.”“MH"”HM“.”_.._QQ& ._:enfo_omm ._.mm_m Force, to provide rewards for information leading to convictions

. N ME use of digital currencies, [and] to establish a FinTech Leadership in Innovation Fund to
urage i evelopment of 100ls and programs to combat terrorist and illicit use of digital

currencies.”” However, recent assessments by the EU and the UK Treasury have concluded thar the
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threat of terrorist groups financing themselves via cryptocurrencies is not yet a serious one.” The June
2017 EU report, in particular, noted that terrorists still prefer fiat over digital currency.” ®*There are at
least two good reasons that cryptocurrency has not been treated as a major threat. First, the dominant
crypto blockchains are only pseudonymous, and there are tools which can reliably reveal the identities
behind the public keys of malicious actors.” Second, the pool of funds cryptocurrencies represent is
simply too small to be significant compared to the larger economy.'® Of course if or when large amounts
of land are tokenized, this may no longer be the case.

A more significant threat to the current international order would be the creation of a decentralized value
transfer system that would allow states to avoid international sanctions.'®" It is no accident that countries
like Russia and Venezuela have been quick to demonstrate interest in state cryptocurrencies.'” Venezuela
has been a particularly dramatic example. During the ongoing economic crisis, Venezuelan citizens have
turned to Bitcoin during a period of hyperinflation, while the government has created an oil-backed
cryptocurrency in an effort to circumvent US sanctions.'”

The economic incentives of increased efficiency and international liquidity are certainly great enough to
ensure the continued development of blockchain-based value transfer systems, but these systems can be
expected to combine principles of decentralized exchange with traditional know-your-customer and anti
money-laundering features. A February 2018 report from the Council on Foreign Relations notes that
“many of the largest U.S.-based [cryptocurrency] exchanges, including Coinbase and Gemini” already
comply with these requirements, making it “challenging for criminal groups to convert their
cryptocurrency into hard currency.”'™ It is also likely that multisignature wallets will be increasingly
utilized,'™ as we have suggested is appropriate for land registries.

With respect to real estate, states will retain the power to regulate and tax land transactions, allowing
elected officials to be responsive to the constituents who inhabit the land in question. Taxes may increase
transaction costs, but these will be offset by efficiencies from disintermediation. The ability to regulate
local land markets is needed to mitigate against unintended consequences such as asset prices

E_a HM ._.wmmm:Qu National Risk Assessment &n Money g%z‘ﬁ and N.Q.S:.n \..En:o._:w NE 7 Q.o:ao: 201 d 5,

g

N Zuckerman, “New US Bill Seeks to Fight Terrorist Cmo of Cryptocurrencies ™
There are severa) reasons for such proclivity. One is the lack of technological adoption, though this is likely due more to the avail:
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between the concrete thinking of engineers and the moral rigidity of religious and political fanatics. See Diego Gambetta and Steffen Hertog,
Engineers of Jihad: The Curious Connection hetween Violent Extremism and Education (Princeton: Princeton University Press, 2016)
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skyrocketing in response to external capital flows. High degrees of liquidity and unrestricted property
investment —facilitated by a blockchain enabled registry—- can drive up housing costs in areas favored by
international investors. Foreign preperty investment from China, has created this dynamic in Australia. In
2015, legislation was introduced to limit such investment after middle-class Australians “complained
about being priced out of the housing market™ by wealthy Chinese investors.'®

The need to retain sovereign contrel of property markets is one of the main reasons we argue for hybrid
chains in the prerequisites, the authorities need the ability to regulate the economy and enforce the law.
Further, as blockchains become integrated into registries at higher levels, national laws, taxes, fees, and
regulations will have to be integrated into smart contracts.
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Chapter 8

epriat seir-archiven version. Published version forthcoming in Bitcoin and Beyond (Routledge).

Experiments in Algorithmic Governance: A history
and ethnography of “The DAO,” a failed

Decentralized Autonomous Organization

Quinn DuPont
University of Toronto

This chapter describes an emerging form of algorithmic governance, using
the case study of “The DAO,” a short-lived attempt to create a decentral-
ized autonomous organization on the Ethereum blockchain platform. In
June, 2016, The DAO launched and raised an unprecedented $250m
USD in investment. Within days of its launch, however, The DAO was
exploited and drained of nearly 3.7m Ethereum tokens.

This study traces the rise and fall of this emerging technology, and details
the governance structures that were promised and hoped for, and those
that were actually observed in its discourses. Through 2016-2017, these
discourses were collected from online discussions and subsequently ana-
lysed. Using computer-assisted, qualitative analysis and coding, I traced the
discursive strategies of the developers and the community of investors,
identifying: 1) questions of legal authority, 2) tensions in practical govern-
ance, and 3) admissions of the inherent complexity of bringing to life an
algorithmic and experimental organizational model.

This chaprer describes a short-lived experiment in
organizational governance that artempted to urilize
algorithmic authority through cryprocurrency and
blockchain technologies to create a social and politi-
cal world quite unlike anything we have seen before.
According to the visionaries behind the project, by
encoding the rules of governance for organjzations
and governments in a set of “smart contracts” run-
ning on an immutable, decentralized, and poren-
tally unstoppable and public blockchain, new forms
of social interactions and order would emerge. This
‘experiment was an example of a new form of organi-
zation, called a “Decentralized Autonomous Organi-
zation,” or DAQ. The forms of socialiry that would

DuPont, Quinn, Experiments in Algorithmic Governance: A history and ethrography of 'The DAO, 2 failed Decentralized Autonomous Organization.”
(ed. Malcolm Campbeli-Verduyn) Bitcoin and Beyond: Cryptocurrencies, Block L

emerge—they promised—would be transparent, ef-
ficient, fair, and democratic.

While the idea of decentralized autonomous or-
ganizations had been mooted since the early days of
cryptocurrencies, the launch of sophisticated block-
chain platforms with built-in programming inter-
faces gave enthusiasts a practical, technical apparatus
to realize their vision. Foremost among these emerg-
ing blockchain platforms was Ethereum, a so-called
distributed “Turing-complete” computer. The
Ethereumn platform is new and expanded version of
the Bitcoin system in that it adds a layer of software
on top of a blockchain. Like Bitcoin, Ethereum is

1

ins and Global Gove (forch

s

also comprised of decentralized “mining” compiit-
ers, but whereas the Bitcoin minees primarily au-
thenticaze transactions. the Ethereum miners au-

thenticate and run execurable code.
e o @

The very model of simplicity, a mere 900 or so
lines of software source code, this design was given
the placeholder name of “The DAO.” The DAQ
was intended to allow cryptocurrency “investors” to
directly fund and manage new enterprises—all to be
run on the Erhereumn blockchain. Because The
DAO was backed by Ethereum, complex business
logic could be programmed, and once ser in action,
the organization would be virtually unstoppable.
The blockchain would ensure that all business trans-
actions and organizational changes would be immu-

tably recorded on a public ledger authenticared and

controlled by a large, decentralized network of com-

puters. Moreover, because the organizations

spawned by The DAO were directly funded through

digiral token-holding “investors,” each organization

would be, in-effect, directly managed by its inves-
tors, as per the investment stake of the individual
(i.e., those investors who contributed more tokens
would get a correspondingly larger number of votes
on organizational decisions). N¢ need for messy and
inefficient human negotiation—so it seemed!

"The DAO was launched on April 30, 2016, at
10:00am GMT/UTC (by several “anonymous” sub-
missions associated with DAOhub, who executed
the open source bytecode on the Ethereumn block-
chain), with a set funding or “creation” period of 28
days (A2be, 2016). As the funding period came to a
close (concluding May 28, 2016), The DAO went
live with the equivalent of abour $250m USD in
funding, breaking all existing crowdfunding records.
Some 10,000 to 20,000 (cstimated) people invested
in The DAQ, contriburing 11,994,260.98
Ethereum rokens (known as ether, or ETH), which
amounted to about 14% of the total ETH supply.’
However, shortly after the minimum two week “de-
bating” period, on June 17, 2016, The DAQO’s code
was “exploited” by an unknown individual. This ex-
ploit used unintended behaviour of the code’s logic
10 rapidly drain the fund of millions of dollars’ /
worth of ETH tokens. Immediately, Slock.it, the |
leaders of the Ethereum platform:, numerous crypto-
currency exchanges, and other informal technical
leaders stepped in to stem the bleeding—shurting
down “exits” through the exchanges, and launching
counter-artacks. It is at precisely this point that we
see the vision of future governance structures break

\\

___osﬁ. and devolve into traditional models of social-
ity—using existing strong ties to negotiare and influ-
ence, argue and disagree—all with nary a line of
code in sight, In the end, the whole project was dis-
banded, with an inglorious “hard fork” rolling back
the ostensibly “immurable” ledger.

This chaprer details the governance structures
n—._E were promised by the developers and commu.
nity members involved in the making of The DAO,
and in contrast, those that were observed in its dis-
courses before, during, and after the “exploit,” With
the term “governance,” I intend a broad scope: gov-
ernance is the "conduct of conduer” through the
_u_E.p__.a. of (human and non-human) actors char are
interdependent but lack the power or authority o

3

decide and enacr solurions unilaterally and direcdy

. (Introna, 2016: 19), which enables a broad ser of

“governance options” as risks and solutions '

: e e @

In the original vision of decentralized autono-
mous organizations, as proposed by Viralik Buterin,
founder and member of the Ethereum Foundarion,
a DAQ is a pseudo-legal organization run by an as-
semblage of human and “robot” participants. The
robotic participants are algorithmic rules thar run on
the distributed Ethereum blockchain, and automati-
cally respond to inputs according to programmed
rules. Inputs can be varied in type, including fully
auronomous sensors {(e.g., a digital thermomerer),
online inpurs (e.g;, a change in stock price), or “real-
world,” external decisions by human agents.™ Based
on these inputs and the pre-programmed logic
stored on a distributed blockchain, the idea is that a
DAOQ would auromatically initiate action in an irre-
versible way (all changes would be written into an
immutable distribured ledger). Potential actions a
DAO might take include distributing cryptocur-
rency (such as ETH, for “fuel” or payment), or mak-
ing a computartion and issuing an outpur, such as
triggering software or electromechanical (or IoT) de-
vices.

From the inception of Ethereum and its much
lauded decentralized autonomous organization con-
cept there had been very little concrete development
of DAOs until The DAO was launched. The DAO
was an attempt to build a funding platform, similar
to Kickstarter, but one that specifically used decen-
tralized autonomous organization (blockchain) tech-
nologies for its operation. Whereas Kickstarter raises
funds from many individuals through their central-

ized administration, typically for the development of

commercial products (often “rewarding” the funders
through a pre-sale mechanism), The DAO sought to

<
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raise funds direct from peets (decentralized, peer-to-
peer crowdfunding). This “funding” mechanism re-
mains 2 contenscious, poorly-understood, and in-
creasingly prevelant pracrice. Later, in conversation
with Christoph Jenmsch, he described his vision of -
The DAQ's economics as a very large joint bank ac-
count, not a “sale,” or “securiry.” Following The
DAQ, through 2016-2017, numerous “initial coin
offerings” would be launched that continued to
skate on legal thin ice with respect to securities and
finance law, raising impressive amounts of invest-
ment from unverted and typically amateur investors.
raphy of The DAQ, a Glled Decenralized Ausmnemous Organizarion.” 5

Bischoheins nd Glabal Governance (fortheaming). .
L] L ]
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1 okens would be used ro directly fund and con-
trol “proposals” on The DAQ platform. Anyone
with a (refundable) minimum token deposit could
creare a proposal to be voted on by roken holders.
Investors voted by allocating DAO rokens for spe-
cific proposals.” Since tokens would be valuable
(comprised of exchange-convertible ETH cryprocur-
rency), “voting” for a proposal was conceprually the
same as funding it, in much the same way thar pro-
jects are funded on Kickstarter. Unlike Kickstarter,
however, DAO voting members would have signifi-
cant control over projects. Since proposals were ex-
pected to be as transparent as possible (ideally, with
their operartional logic programmed into the block-
chain), DAO voting members would directly con-
trol an organization by voring for (i.¢., funding) spe-
cific decisions. For example, voting members could
decide—directly—if a new employee was hired or
not by using their votes to approve or deny the deci-
sion (or even, in fact, use their tokens to direcely pay
the employee). The level of management granularity
would be set by the decentralized autonomous or-
ganization contract that runs on the blockehain, and
projects could choose 1o have the minuria of deci-
sions voted on by members, or decide to have only
major decisions go to vote. Those members holding
the most rokens—majority stakeholders—would
have greater influence over decisions.”

DuPont, Quinn, Experiments in Algorithmic Governance: A history and ethnagraphy of ‘The DAQ, a failed D

rentint searonives varsion Published version forthcoming in Bitcoin and Beyond (Routledge).

The DAO proposals

On May 28", The DAO officially went “live” after
an initial 28 day funding period. During this “crea-
tion phase” the community of investors discussed
"proposals” for how The DAO funds might be used.
The proposal with clearly the most community sup-
port was Slock.it’s own: use The DAO funds to hire
Slock.it to design and manufacrure a “smart” lock
system that would enable “sharing economy™ mem-
bers (such as AirBnB homeowners) to programmari-
cally grant access to their homes to approved renters.
Since The DAO was intended to fund the develop-
ment of this smart lock system, to be built by
Slock.it, The DAO token-holders would earn rent
on cach transaction that used the system. The pro-
posal was enticing to many investors because it used
many aspects of blockchain rechnology 1o accom-
plish it primary function, such as, payment and
graniular management of access that would function
through smart contracts on the blockchain, in an
open, immurable, and verifiable manner. That rent;
was being extracred on each use did not seem to
bother many people interested in the idea of a “shart
ing" economy. That Slock.it developed a funding /
platform for the primary purpose of enricing inves-
tors to fund their own enterprise wias, however, a
concern for many in the community. Early on, fore-
seeing furure problems, commentarors on The DAO
worried about potential conflicts of interest berween
Slock.it’s development and control of The DAOQ
and Slock.it’s starus as potential hired contracror.
Although vastly less popular than Slock.it’s pro-
posal, a few other ideas for The DAO emerged, in-
cluding one by a French company hoping to create 2
ride-sharing vehicle (Mobotiq), and a proposal for
an online gaming system (Firstblood). Given my
own interest in understanding the dynamics of dis-
wibuted funding and governance platforms. I also
begun the process of sewing up an organization that
would use The DAO. My hope was that in creating
an environmental charity using The DAO, along
with Fellow researchers (at University College Dub-
lin and the University of California, Irvine), we
would be able to study real-world acrivities through

lived A Organization.™

(ed- Malcolm Campbell-Verduyn) Bitcoin and Beyond: Cryp:

ies, Blockchains and Global G

(forthcoming).

Participant obsarvation. By participating in and ob- .,
.m. serving The DAO community and its technology,

we hoped to see how these new forms of economics
and management were being used, Unfortunately,
none of these ideas made It to the formal proposal
stage prior to the exploit.

° ® e >3
The Exploir
In the months leading up to the post-funding.
faunch date of The DAO, 39:#“& ooa““n:m_ww
members expressed worry about the security and
governance of The DAO. One community member
called it an “experiment in responsibility,” and, in
general, it was becoming clear that Slock it might
not be the safe shepherd the community had hoped

¢ for (Ryan, 2016). The most pressing and vocal cri-

tique came from cryprocurrency researchers Dino
Mark, Viad Zam#fr, and Emin Giir Sirer, who re-
leased a whitepaper on May 26, 2016 (when The
DAO was launched but in the staric “funding” pe-
riod), outlining eight possible security risks (Mark &1
al.,, 2016). Although these security risks were based
on game theory issues, rather than actual code bugs,
given the status of these researchers in the field, and
the unexpecred success of The DAC’s funding

their call for a temporary “moratorium” was well
supported in the community. Nonetheless, Stephen
Tual, founder and COO of Slock.it (who had taken
on a de facto corporate messaging role), assured the
community that such concerns would be addressed,
and that there was no need for panic.
- However, during this tirme, Tial™
was also increasingly vocal that Slock.it did not
“own" or *run® The DAO—a fact they had begun
emphasizing as The DAO grew celatively large and
wealthy—motivated to keep their role as hired con-
tractor distinct from the ostensibly leaderless DAO
framework. Because of the algorithmic governanee
structure, Tual reported to che community, the
needed technical fixes (supplied for the most part by
Slock.it) could nor be implemented until a) The
DAQ token holders affirmatively vored for an yp-

m.qmm_w Fm“_aa_uw MH%QR& owo-week community re-

view), an ereum miners ved and i -

mented the change. predandinple
ZnuwiE,._n. as the Slock.it team was preparing

the version 1.1 updare and tying to move it

n_._a_._mr the community governance process for up-

grading, the “race 1o empty” attack was our in the

open. This exploit would enable an arracker 0 ugi-

lize the “split” function to exir the DAO while re-

peatedly calling a function to withdraw funds before '
_the balance could be updared. The arrack had been

teSted by a similar (but much smaller) DAQ project .v

called "MakerDAO,” which confirmed that it was
executable, and had alerred The DAG developers
abour the security risk. On June 12, just prior to his
prepared starement abour the launch of the version
1.1 update, Tual issued a statement about this secu-
rity risk, insisting thar “no funds were at risk” (2
statement that, while technically true, he larer re-
gretwed), and thar the forthcoming 1.1 software up-
dare would um&ﬂ“ this nuﬂ_o__" Gmao_.

* On June 17, 2016, an unknown “attacker”
launched a “race to empry” exploir that was similar
to the one that had been previously identified, and
began draining The DAO of funds (in the end,
3,689,577 ETH, or about 30% of the toral,). The

first warning came from a Reddit community mem-
ber, “ledgerwarch,” who wrote, “I think TheDAQ is

getring drained right now” (ledgerwarch, 2016b).
Within hours, Ethereum Foundation member

George Hallam roused key Ethereum developers and

other pertinent members of the community to an
internal Slack communicarion channel (some of
whom were already well into a Friday night). The

members confirmed the atrack and started to strate-
gize. Knowing thar the arracker would want to con-

vert the “stolen” funds into “traditional” currency,

the assembled group contacted several individuals in

charge at the major exchanges responsible for rrad-
ing ETH, and strongly requested thar these ex-
changes halt trading. Worried that shurting down

trading would cause panic and reputational damage,

and potentially suggest fiduciary malfeasance, some
exchanges resisted such a drasric action, but with
$250m USD and an existential crisis for the entire

Ethereum platform on the line. the major exchanges
eventually releated. Wich nowhere to go. and coun-

ter-artacks in place, the artack relented and the
funds were effectively “frozen” for the time being

(due to the buile-in security delay required for child

DAOs and “splits” from The DAO). At this point,
long-term strategies were discussed, blame was
placed (the community excoriated Slock.it, and es-

pecially Tual), and 2 countdown clock for a solution

was started. e o o

Qver the next menth, Buterin publicly debated solu-

tions (which ranged from immediate counter-at-

tacks, to complicated “soft forks,” to clean and severe

“hard forks™), the founder and CTO of Slock.it
Christoph Jentzsch publically apologized, and The

DAO funds continued to be attacked (and blocked

through technical countermeasures). The value of
ETH plummeted, and the community speculared

that an unknown indivicual had shorted the price of

ETH prior to the exploit and made millions in the
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« ﬂ& aftermath, fuelling the belief thar the rrue purpose of

the attack was to devalue ETH and make money-by
shore selling (some of the evidence for this shore sale,
however, is circumspect, as it may have been a mere
coincidence). Moreover, debates over solutions
raged online, driven by ideologies that saw any kind
of “hard fork” as tantamount to an existential deceir
(2 hard fork would cenceptually, if not technically,
erase the event from the collective and supposedly
immutable ledger). Even more curiously, a letrer
purportedly written by the atracker circulared, argu-
ing thar since The DAQ was defined by its code, the
“exploit” was nothing more than a clever (and legal)
loophole (‘The Artacker’, 2016)."" The letrer writer
and a vocal minority in the community argued thar
“code is law,” echoing Lawrence Lessig’s (1999) in-
fluential slogan. Therefore, they argued, any effore
to block the “arcacker” would be morally wrong and
against the very spirit of decentralized autonomous
OHWN.—-:.NDDOSM.

Within the next few weeks, with the political
clout of Buterin and the Ethereum Foundation be-
hind the decision, a “hard fork” version of the
Ethereum software was develo ped and released to
miners. This hard fork created a special “with-
drawal-only” contract on the Ethereum blockchain
and moved all tokens to it. A majority of miners im-
plemented this software, and the blockchain ledger
Wwas updated to effectively erase The DAO. The
DAO, and its political vision, was dead,

“Moderares” saw the hard fork as evidence of the
flexibility and pracicality of Ethereum and its lead-
ers, while the more ideological saw the hard fork as
censorship by a powerful cabal, or proof that block-
chain technology was unable to live up 10 its idealis-
tic promises. For the minority of miners who refused
to update their Fthereum software—refusing the
hard fork—they split from the mainline blockchain.
This new blockchain—sril| susceptible to The
DAO-style artacks—was dubbed “Ethereum Clas-
sic” and gained a somewhar significant following,
even being actively traded on exchanges. Over time,
the Ethereumn community put The DAO experi-
ment behind them, and ralk of decencralized auton-
omous organizations—previously a guiding light for

blockehain platforms—was thereafrer tainred.
s ® e

13 TheDAOGsan important arreface for artempting
to understand emerging forms of algorithmic ay-
thority, working through practical modes of govern-
ance for autonomous and decentralized systems, and
for understanding the ways that designing inceatives

and modelling acrion can fail. Jrs emergence and

wechnical strucrure formally relates to ongoing dis-

cussions abour the erhics of autonomous warfare,
u

automated and high-frequency finance, and big
data. Despite the utopian rhetoric on the one hand,
and the largely critical academic licerarure on the
other, what remains unclear with these technologies
is whether they constiture an extension of existing
socio-technical apparatuses, or are 2 decisive break
with the past. What is clear, The DAO proved, is
that these technologies have significant potential for
real impact and harm, and therefore ring early warn-
ing alarms for the cricical investigation of modes of
governance beyond those already designed.

After the exploit, The DAQ was formally shur-
tered, but in the conflicrual community résponse
that ensued there lies an interesting coda to irs
broader narrative. When the hard fork was proposed

asa “fix" to the exploir, a vocal minority opposed ir.
While it is not entirely clear who opposed the hard
fork, in their opposition, many “miners” declined t5
accept the hard fork software and therefore contin-
ued to mine the old blockehain, In doing so, the in-
centives (and capabilities) of the miners becamne crit-
ically misaligned with the incentives of the majority
of The DAO community. By mining the old block-
chain, the miners forged a new cryprocurrency, later
called "Ethereum Classic® or ETC. Ethereum Clas-
sic would jwself become a strange investment vehicle
that created economic “value” out of thin air (not
unlike all eryprocurrencies), underpinned by noth-
ing more than vague idealism and a dogged interest
in financial reetirns, - s @

Despite my cynicism, The DAQ also introduced
an interesting, relatively small-scale technology for
experimenting with governance issues and new .Eo&.
els of society. Indeed, pethaps this characterizarion
can also be extended beyond matters of governance
and beyond The DAO itself—should we see erypro-
currencies and blockchain technologies more
broadly as apparatuses for socio-technical experi-
mengation in sociecy? That is, in the end. perhaps
The DAO simply did not survive long enough to
work our the kinks in a promising new kind of gov-
emnance. Or, perhaps hype and exuberance gor in
the way of a good idea, whose time will come some-
day, which was first charted by these intrepid explor-

:aew
= \Nﬁ _ Yaree key themes of

governance emetge from this discourse: 1) the shift
of legal authority from existing, juridical authoriry
to algorithmic authority; 2) che difficulry of design-
ing and governing algorithmic systems, and espe-
cially immurable and decentralized ones; and 3) the
challenging ethical rerrain of experimentation wich
forms of distribured action through auronomous,
decentralized systems,
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